
Logics of  
authentication,  
lieing and 
obscurity

ORATIE
NOVEMBER 22Nd 2012

PROf.dR. duskO PAvlOvIc

6093 Oratieboekje Pavlovic.indd   1 13-12-12   12:15



PROf.dR. duskO PaVlOVic

6093 Oratieboekje Pavlovic.indd   2 13-12-12   12:15



3

NOVEMBER 22Nd 2012

iN auguRal lEctuRE giVEN tO MaRk  
tHE asuMPtiON Of tHE POsitiON
as PROfEsOR Of 

sEcuRity PROtOcOls 

at tHE faculty Of ElEctRical ENgiNEERiNg, 
MatHEMatics aNd cOMPutER sciENcE 
at tHE uNiVERsity Of tWENtE
ON tHuRsday NOVEMBER 22Nd 2012
By

PROf.dR. duskO PaVlOVic

logics of  
authentication,  
liEiNg and 
obscurity

6093 Oratieboekje Pavlovic.indd   3 13-12-12   12:15



4

Logics of AuthenticAtion,
Lieing And obscurity

cOnTEnTs

1	 	Introduction	...............................................................................5

2	 Question	.....................................................................................6

3	 Protocols	....................................................................................9

4	 Authentication	..........................................................................13

5	 Impersonation	..........................................................................18

6	 Science	.....................................................................................22

7	 Obscurity,	social	context,	and	the	end	of	lying	........................25

8	 Lieing	beyond	lying	...................................................................28

9	 Thanks	......................................................................................30

6093 Oratieboekje Pavlovic.indd   4 13-12-12   12:15



5

1 introduction

Mijnheer	de	Rector,	beste	collega’s	en	studenten,	dames	en	heren.	Het	

is	voor	me	een	bijzonder	plezier	om	het	ambt	van	hoogleraar	juist	hier	

in	Nederland	te	mogen	aanvaarden.

Hoewel	 ik	 tot	 nu	 toe	 bij	 de	 universiteiten	 van	maar	 lieftst	 7	 landen	

in	 dienst	 ben	 geweest,	 en	 zelfs	 nu	 alleen	maar	 een	 vijfde	 van	mijn	

tijd	 in	Nederland	werkzaam	ben,	en	de	 rest	elders	—	heb	 ik	 toch	 in	

Nederland	 afgestudeerd	 en	 gepromoveerd,	 in	 Nederland	 een	 beetje	

logica	geleerd,	en	 ik	heb	ook	wel	twee	Nederlandse	kinderen.	Maar,	

op	 dit	moment	 zijn	mijn	Nederlandse	 kinderen	 in	 Los	Angeles,	 and	

my	Californian	son	Luka	and	my	wife	Abby	are	here.	So	while	 I	still	

feel	home	here,	I	hope	that	you	will	permit	me	to	continue	in	English.
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2 Question

My	interest	in	lying,	which	I	wanted	to	tell	you	about,	started	far	from	

here,	a	long	time	ago.	I	spent	my	childhood	in	Sarajevo,	Bosnia,	which	

used	to	be	a	part	of	a	socialist	country	called	Yugoslavia.	In	addition	

to	free	education,	free	health	care,	and	not	too	many	work	pressures,	

socialism	 gave	 us	 an	 abundance	 of	 political	 life,	which	was	 carried	

out	in	a	particular	political	language.	Watching	my	grandfather	watch	

the	TV	news,	listening	to	my	mother	explain	her	views	of	our	country	

to	 a	 curious	 police	 inspector,	 I	 started	 asking	myself:	 ”Can	 a	 lie	 be	

recognized	by	its	grammatical	form?”

So	I	went	on	to	study	philosophy,	and	quickly	learned	that	a	lie	could	

not	be	recognized	by	its	grammatical	form.	There	are	deep	and	skilful	

philosophical	arguments	for	almost	anything.	For	instance,	there	was	

a	Greek	philosopher	Parmenides,	a	pre-Socratic,	who	argued	that	there	

was	no	movement	in	the	Universe.	And	while	Parmenides	was	explaining	

that	all	movement	was	just	an	illusion,	a	mere	wrinkle	on	an	immobile	

Truth	 (αληθεια),	 his	 disciple	 Zeno	 paced	 up	 and	 down,	 mobilized	
by	 the	 logical	 paradoxes	 arising	 from	 the	 concept	 of	 movement.

So	I	went	to	study	mathematics.	Mathematics	is,	of	course,	also	not	

geared	towards	recognizing	lies,	but	towards	proving	the	truths:	if	you	

can	prove	a	theorem,	and	if	its	assumptions	are	true,	then	the	theorem	

must	be	true.	Or	if	you	know	that	the	conclusion	is	false,	then	some	of	the	

assumptions	must	be	false.	You	may	not	be	able	to	decide	which	particular	

assumption	is	false,	but	you	know	that	they	cannot	be	true	together.	

So	mathematics	helps	us	to	recognize	some	lies	through	their	mutual	

inconsistencies.	But	this	may	take	any	amount	of	time,	and	moreover	

many	lies	are	perfectly	consistent,	and	cannot	be	recognized	in	this	way.	

In	fact,	real	mathematicians	are	usually	not	so	interested	in	what	is	true	

and	what	not;	they	just	look	for	hard	problems	to	solve.	The	difference	
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between	a	mathematician	and	a	programmer	is	that	the	mathematician	

seeks	 out	 hard	 problems,whereas	 the	 programmer	 avoids	 them	

whenever	he	can,	and	only	scales	the	obstacles	that	he	cannot	avoid.	

So	I	gradually	dropped	out	of	math,	and	became	a	programmer.	That’s	

how	I	got	stuck	with	computers.	If	there	is	one	thing	that	happened	

during	my	 lifetime,	 that	 is,	 of	 course,	 computers.	 Later	 I	 ended	 up	

working	in	maths	again,	but	only	as	much	as	maths	drives	computers.

So	for	a	while	I	forgot	about	lying	and	obscurity,	because	it	seemed	that	for	

computers,	it	doesn’t	matter	so	much.	You	cannot	really	lie	to	a	computer.	

A	computer	program	cannot	be	 true	or	 false.	 It	can	be	 fast	or	slow,	

simple	or	complicated,	safe	or	unsafe,	correct	or	incorrect;	but	it	cannot	

be	a	lie.	So	the	problem	disappeared,	and	we	all	lived	happily	ever	after.

But	then	the	Internet	happened,	and	the	Web	on	top	of	it,	and	it	all	got	

mixed	up	 again:	 people	 and	 computers	 and	phones	 and	 advertising	

and	politics.	It	all	started	brewing	in	this	big	pot	of	information	on	this	

global	network	of	networks,	which	became	 the	new	Computer.	 The	

Computer	used	to	be	a	box,	first	big	box	and	then	smaller	and	smaller,

but	in	any	case	you	could	sit	somewhere	next	to	this	thing	and	program	

it.	With	the	advent	of	networks,	the	computation	really	escaped	from	

this	box;	it	spread	around	the	world,	and	the	Computer	disappeared:	

the	computations	 that	 I	 initiate	on	my	 laptop	do	not	happen	on	my	

laptop,	but	somewhere	else.	They	call	other	computations	that	happen	

still	further	afield.	So	for	all	practical	purposes,	these	computations	can	

be	thought	of	as	happening	everywhere,	which	is	the	same	as	nowhere	

in	particular.	The	Computer	disappeared.	And	computation	became	a	

form	of	life,	spreading	viruses,	swarming	into	botnets,	robbing	cyber	

casinos	and	impersonating	rich	widows	from	Nigeria.	Lying	in	one	form

or	 another	 came	 to	 be	 one	 of	 the	 central	 technical	 problems	 of	

computer	security,	and	computer	security	came	to	be	one	of	the	best	

paid	 jobs	even	for	a	moderately	nerdy	person	like	me.	So	I	ended	in	

computer	security.	

6093 Oratieboekje Pavlovic.indd   7 13-12-12   12:15



8

To	cut	the	story	short,	after	a	while	of	doing	that	in	California,	I	became	

Professor	of	Security	Protocols	here	in	Enschede.	Some	people	become	

professors	 ofMathematics,	 or	 of	 Computer	 Science;	 others	 become	

professors	of	Philosophy,	or	of	Chemistry,	or	of	Quantum	Mechanics.	

And	I	became	a	Professor	of	Security	Protocols.

I	expect	 that	many	of	you	are	now	tempted	to	ask:	”What kind of a 

science is that — Security Protocols?”	

Well,	that	science	happens	to	be	this	logics	of	authentication,	and	lying	

and	obscurity,	that	I	want	to	tell	you	about.	
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3 ProtocoLs

To	 begin,	 let	 us	 look	 at	 a	 security	 protocol.	 Here	 is	 one	 that

most	of	you	probably	know:	the	online	banking	protocol.

I	stole	the	picture	from	our	friends	in	Nijmegen.	You	use	this	protocol	

it	to	pay	your	bills	from	home.	You	probably	used	to	do	this	by	logging	

in	 into	 your	 bank’s	 web	 site	 with	 a	 password.	 This	 worked	 until	 a	

couple	of	years	ago.	Since	the	passwords	are	often	easy	to	guess,	this	

turned	out	to	be	insecure,	so	they	improved	to	protocol,	and	now	in	

addition	to	your	password,	you	also	need	your	bank	card	to	login	into	

your	bank’s	web	site.	This	is	called	two-factor authentication. The	two	

factors	are	the	password	and	the	bank	card.	The	authentication	is	this	

process	whereby	the	bank	makes	sure	that	the	payment	requests,	that	

claim	to	be	from	you,	are	wreally	coming	from	you.	This	online	banking

protocol	authenticates	you	as	the	only	person	who	has	your	bank	card,	

and	moreover	knows	the	corresponding	PIN	and	your	password.	In	the	

time	before	computers,	the	traditional	banking	protocols	required	that	

you	come	to	your	bank,	and	authenticate	yourself	by	showing	a	photo	

ID.	You	were	authenticated	as	the	only	person	who	had	your	photo	ID,	

and	who	looked	like	you.	

Most	of	you	are,	of	course,	familiar	with	many	protocols	like	this.	But	

let	me	show	you	a	really	old	one,	going	back	some	6000	years.	
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On	the	right	you	see	the	”bank	cards”	that	were	used	in	Uruq	(Iraq)	

in	Young	Neolithic,	around	3700	BC.	On	the	left	you	see	a	picture	of	

a	”banking	protocol”	where	these	early	”bank	cards”	were	probably	

used.	Alice	has	a	lamb	and	Bob	has	built	a	secure	vault,	perhaps	with	

multiple	 security	 levels,	 spacious	 enough	 to	 store	 both	 Bob’s	 and	

Alice’s	assets.	This	 vault	 can	be	 thought	of	 as	an	early	bank.	When	

Alice	would	 go	 for	 a	 vacation,	 she	would	 leave	 her	 sheep	 in	 Bob’s	

bank.	But	one	year,	when	she	came	back	from	her	vacation,	and	asked	

for	her	sheep,	Bob	said:	”Which	sheep?”	Luckily,	Bob	was	only	joking,	

and	he	eventually	gave	back	Alice’s	sheep.	

But	 next	 year,	 when	 Alice	 needed	 to	 go	 for	 a	 vacation	 again,	 she	

asked	Bob	to	give	her	a	proof	that	she	left	her	sheep	with	him.	Bob	

then	invented	a security token:	he	made	a	little	clay	tablet,	and	drew	a	

picture	of	Alice’s	sheep	on	it,	or	a	pictogram	corresponding	to	a	mark	

on	 the	sheep.	Alice	 took	 this	clay	 token,	and	went	 for	 the	vacation.	

But	when	she	came	back,	she	brought	with	her	3	such	 tokens,	and	

requested	3	sheep.	The	joke	got	somehow	resolved	again,	or	not;	but	

in	any	case,	Bob	learned	the	lesson.	

Next	year	when	Alice	came	to	deposit	her	sheep	in	Bob’s	bank	again,	

Bob	 invented	 a	 tamper resistant	 security	 token.	 This	 time,	 he	 didn’t	
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give	Alice	just	3	clay	tokens	corresponding	to	her	sheep.	He	first	took	

a	bigger	lump	of	clay,	made	a	hollow	sphere	of	it,	like	the	one	that	you	

see	on	the	picture.	Such	spheres	are	nowadays	called	bullæ,	and	kept	

in	musea.	The	one	on	the	picture	if	from	Louvre.	Bob	used	this	bulla	on	

the	picture	as	an	envelope:	he	put	the	tokens	inside	it,	and	then	baked	

it,	so	that	the	tokens	can	only	be	accessed	if	the	bulla	is	broken.	Now	

Alice	cannot	add	tokens	on	her	own,	not	without	breaking	the	bulla.	

The	protocol	says	that

•	 only	Bob	is	allowed	to	open	the	bulla;

•	 Alice	must	submit	the	bulla	to	get	the	sheep;

•	 Bob	must	release	the	sheep	when	the	bulla	is	submitted;

•	 anyone	who	submits	the	bulla	gets	the	sheep.

It	 is	 interesting	to	note	that	Alice	could,	and	on	occasion	surely	did,	

pass	on	her	bulla	with	the	sheep	tokens	to	Carol,	in	exchange	for	some	

of	 Carol’s	 goods,	 say	 an	 amphora	 full	 of	 olive	 oil,	which	 could	 also	

be	stored	in	Bob’s	bank	and	secured	by	a	token	enclosed	in	another	

bulla.	So	by	trading	their	bullæ,	Alice	and	Carol	could	trade	their	goods	

without	 ever	 moving	 them	 from	 Bob’s	 bank.	Whenever	 needed,	 of	

course,	they	could	withdraw	their	goods	from	the	bank	by	submitting	to	

Bob	the	bullæ	that	they	own	at	that	moment.	Carol	could	also	pass	her	

sheep	bulla	to	Dave,	and	so	on.	This	is	how	market	economy	was	born.	

Obviously,	as	the	market	expanded,	more	robust	tokens	were	needed.	

The	tokens	used	in	the	bullæ	evolved	into	the	earliest	forms	of	money,	

and	the	 inscriptions	on	them	led	to	the	earliest	numeral	systems,	as	

well	as	 to	Sumerian	cuneiform	script,	which	was	one	of	 the	earliest	

alphabets.	Authentication	protocols	thus	predated	literature,	science,	

mathematics,	and	even	money.	

In	fact,	they	even	predate	the	civilization,	as	there	is	a	lot	of	lying	and	

authentication	in	nature	even	without	us.	Here	is	a	really	old	protocol.
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Look	at	this	little	bird	on	the	left.	It	is	a	wren.	Its	main	purpose	in	life	

is	to	raise	its	chicks.	But	every	once	in	a	while,	 instead	of	raising	its	

own	chicks,	it	ends	up	raising	another	bird’s	chicks.	On	the	right	you	

see	the	little	wren	feeding	a	cuckoo	chick,	which	grew	within	a	couple	

of	weeks	to	be	larger	than	its	unwitting	adoptive	parent.	The	cuckoo	

egg	was	secretly	laid	into	wren’s	nest.	The	poor	wren	was	unable	to	

tell	its	own	chicks	from	the	cuckoo	chick	when	the	chicks	were	little.	

So	the	wren	fed	all	chicks	that	hatched	 in	 its	nest.	The	cuckoos	not	

only	developed	the	trick	to	lay	eggs	in	wren’s	nests;	the	cuckoo	chicks	

developed	the	trick	to	push	wren’s	chicks	out	of	the	nest,	and	take	over.	

In	 response	 to	 these	 tricks,	 the	wrens	 developed	 an	 authentication	

protocol.	Recently	it	has	been	shown	that	some	baby	wrens	listen	to	

their	mother’s	chirps	while	still	in	the	egg,	and	chirp	like	their	mother	

as	 soon	 as	 they	 hatch.	 The	mother	 then	 only	 feeds	 the	 chicks	 that	

chirp	in	her	particular	way.	The	cuckoos	still	didn’t	develop	a	capability	

to	 chirp	 like	 wrens,	 so	 they	 don’t	 pass	 this	 authentication	 test.	

Nature	 is	 full	 of	 this:	 animals	 lie	 just	 like	 we	 do,	 and	 they	 try	 to	

detect	 lies,	 just	 like	 we	 do.	 We	 didn’t	 invent	 any	 of	 that.	 And	 to	

detect	 lies,	 they	 evolve	 authentication	 protocols,	 just	 like	 we	 do.
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4 AuthenticAtion

So	how	do	authentication	protocols	uncover	lies?	First	of	all,	what	are	

lies?	

To	begin	defining	 lies,	 let	us	suppose	 that	we	are	given	a	 language,	

say	 English,	 and	 we	 make	 statements	 that	 we	 all	 understand.	

Suppose	 furthermore	 that	 we	 have	 a	 domain	 of	 interpretation	 for	

these	statements,	say	this	room.	So	each	statement	 in itself	 is	either	

true	or	false,	depending	on	the	state	of	affairs	in	this	room.	For	some	

statements	we	can	directly	observe	whether	they	are	true	or	false;	for	

others	we	 cannot.	 For	 instance,	 I	 could	make	 a	 statement	 that	 this

desk	is	flat,	and	that	I	am	an	accomplished	pianist.	From	your	position,	

you	can	probably	see	that	the	first	statement	is	true;	but	the	second	

statement	 might	 be	 a	 lie.	 It	 is	 difficult	 to	 establish	 its	 truth	 value,	

because	my	 capability	 as	 a	 pianist	 is	 not	 directly	 observable	 in	 this	

room.	 So	 that	 is	 something	 that	 you	 might	 need	 to	 authenticate.	

Authentication	 is	 the	process	whereby	we	establish	 the	connections	

between	 the	 observable	 and	 the	 unobservable	 properties.	 More	

precisely,	 an	 authentication	 protocol	 allows	 us	 to	 conclude	 that	 an	

unobservable	property	is	satisfied	from	the	fact	that	a	closely	related	

property	has	been	observed:	

Observable																	Unobservable

For	 instance,	 in	the	online	banking	protocol,	 the	bank	was	only	able	

to	observe	the	messages	received	from	the	customer,	who	was	home	

at	 his	 computer,	 and	 could	 not	 be	 directly	 observed.	 The	 protocol	

was	 then	 designed	 to	 guarantee	 that,	 if	 the	 messages	 received	

by	 the	 bank	 are	 in	 a	 certain	 form,	 then	 these	messages	must	 have	

been	sent	by	 the	customer;	and	moreover	 that	 the	customer	 indeed	

intended	to	request	the	transactions	exactly	as	interpreted	by	the	bank.	
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But	how	is	this	possible?	Why	is	it	sound	to	draw	conclusions	about	

what	is	unobservable	from	what	is	observable?	

Such	conclusions	are,	of	course,	not	sound	 in	general.	But	 in	some	

cases,	we	know	that	something	that	we	see	must	have	been	caused	

by	something	that	we	do	not	see.	A	sudden	ripple	on	a	perfectly	calm	

water	 surface,	without	 a	 breath	 of	wind	 in	 the	 air,	must	 have	 been	

caused	by	a	movement	under	the	surface.	A	particular	chirp	that	only	

my	 baby	wrens	 can	 produce,	must	 have	 been	 produced	 by	 one	 of	

my	baby	wrens.	A	message	 that	could	only	be	computed	by	Alice’s	

smart	card	enabled	by	her	PIN,	must	have	been	produced	by	Alice.	

Some	observable	phenomena	can	only	arise	under	some	unobservable	

conditions.	If	we	observe	such	phenomena,	then	we	can	be	sure	that	

the	 unobservable	 conditions	 must	 have	 been	 satisfied.	 That	 is	 the	

essence	of	authentication.

Here	is	the	primordial	example	of	authentication.

On	 the	 left,	 I	 observe	 that	 I	 think.	 In	 the	 comic	book	 language,	 the	

statement	 that	 I	 see	 that	 I	 think	means	 that	 I	 can	 see	my	 cloud	 of	

thoughts.	Moreover,	I	also	know	that	in	general,	a	cloud	of	thoughts	

cannot	 arise	on	 its	own:	 it	must	be	above	 someone’s	head.	 It	must	
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be	a	cloud	of	someone’s	 thoughts.	And	 I	 also	know	 that	 in	general,	

everyone	 can	 only	 observe	 their	 own	 thoughts.	 They	 cannot	 read	

anyone	 else’s	 thoughts.	 So	 these	 thoughts	 that	 I	 observe	 must	 be	

someone’s	thoughts,	and	that	someone	must	be	me.	In	this	way,	I	can	

conclude	what	I	cannot	observe:	since	my	thoughts	are	there,	I	must	

also	be	there,	under	this	cloud	of	thoughts	that	I	see.	This	is,	roughly,	

how	 Descartes	 authenticated	 himself,	 and	 in	 the	 end	 reached	 the	

well-known	conclusion:	”Cogito, ergo sum”.	 I	think,	therefore	I	exist.	

Just	a	step	beyond	René	Descartes’	authantication	of	himself	is	Bob’s	

cryptographic	authentication	of	Alice,	presented	on	the	next	picture.

Although	Alice	may	be	far	away	from	Bob,	and	therefore	unobservable	

to	him,	if	Bob	receives	a	message	bound	to	Alice’s	signature,	then	he	

can	be	sure	 that	 the	message	must	have	originated	from	Alice.	This	

kind	 of	 reasoning,	 supported	 by	 cryptography,	 underlies	 the	 online	

banking	protocol,	from	which	we	started.	Just	like	René	said	to	himself:	

”I	think,	therefore	I	exist”,	Bob	said	to	Alice:	”You	decrypt,	therefore	

you	exist.”	
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In	 general,	 authentication	 thus	 derives	 something	 unobservable	

from	something	observable	by	tracking	down	an	invisible	action	that	

must	have	caused	 the	visible	 reaction,	 that	we	observe.	This	 logical	

derivation	is	often	formalized	as	information	flow	through	a	channel,	

or	more	precisely	through	an	authentic channel.	An	authentic	channel	

can	be	imagined	as	Newton’s	cradle	but	such	that	you	can	only	see	the	

reaction	on	one	side,	and	you	cannot	directly	observe	the	action	on	the	

other	side.	The	action	is	at	the	input	of	the	channel,	the	reaction	at	the

output,	and	you	only	see	the	output.	So	when	you	observe	the	reaction	

at	the	output	of	the	channel,	then	you	can	be	sure	that	the	action	must	

have	taken	place	at	the	input,	although	you	cannot	observe	it.	That	is	

authentication.

All	 examples	 of	 authentication	 that	 we	 have	 seen	 are	 based	 on	

authentic	 channels:	 René’s	 introspection	 into	 his	 thinking	 is	 an	

authentic	channel,	Alice	and	Bob’s	cryptography	provides	an	authentic	

channel,	the	bank	cards	are	another	one,	the	neolithic	clay	bullæ	are	

another	one,	baby	birds’	biometric	 chirping	 is	 yet	 another	 authentic	

channel.	Designing	authentication	protocols	mainly	consists	of	finding	

and	utilizing	such	channels,	and	pushing	some	unobservable	actions	at	

the	input	to	get	the	corresponding	observable	reactions	on	the	output.	
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Authentication	 protocols	 allow	 us	 to	 prevent	 and	 detect	 many	 lies.	

Social	 life	 is	a	tissue	formed	by	myriads	of	protocols.	Some	of	them	

are	 obvious,	many	 are	 invisible.	 An	 inaugural	 lecture	 is	woven	with	

many	 authentications.	 The	 Professor	 authenticates	 her	 academic	

background.	 The	 University	 authenticates	 its	 academic	 roots.	Many	

authentications	 are	 embedded	 in	 the	 redundancies	of	 the	 language,	

in	its	grammatical,	stylistic,	orthographic	conventions,	uncovering	our

buried	secrets,	talents,	and	shortcomings.	My	dress	style,	mannerisms,	

demeanor	 are	 the	 social	 projections	 thrown	 into	 the	 space	 of	

codes	 that	 that	 evolved	 in	 order	 to	 authenticate	my	 social	 position.	

Protocols	 prevent	 us	 from	 lying	 that	 we	 are	 someone	 else.	 But	

protocols	 also	enable	us	 to	prove	 that	we	are	 someone	else—when	

we	 manage	 to	 defeat	 a	 protocol	 and	 impersonate	 someone	 else.
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5 imPersonAtion

There	is	an	interesting	general	method	that	lets	you	get	away	with	a	lie	

by	defeating	almost	any	authentication	protocol.	

For	instance,	suppose	that	you	want	to	authenticate	not	just	whether	

someone	belongs	 to	 this	or	 that	 social	group,	but	whether	 they	are	

human	at	all.	Alan	Turing	came	up	with	this	authentication	task	almost	

immediately	 after	 he	 invented	 the	 concept	 of	 computer.	 Here	 is	 a	

picture	of	Turing’s	computer,	the	Turing	Machine.	

This	machine	was	 proposed	 as	 an	 abstract,	mathematical	model	 of	

computer,	but	it	is	fair	to	say	that	all	digital	computers	are	really	based	

on	this	model.	The	architecture	of	our	computers	goes	under	the	name	

von Neumann architecture,	but	John	von	Neumann	himself	attributed	

to	Alan	Turing	the	fundamental	idea	of	a	universal	computer,	capable	

to	perform	all	possible	computations	by	executing	different	programs.	

Having	programmed	 this	abstract	computer	 for	a	couple	of	years	 in	

the	early	1930s,	Alan	Turing	realized	that,	in	principle,	such	computers	

could	generate	correct	 sentences,	 say	 in	English.	Maybe	 they	could	

be	 programmed	 to	 generate	meaningful	 sentences?	Maybe	 even	 to	

maintain	a	conversation?	So	he	raised	the	question	whether	you	could	

specify	an	authentication	protocol,	a	receipt	how	to	run	a	conversation	

with	someone	you	don’t	 see	or	hear,	 just	by	exchanging	messages,	
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something	like	email,	or	instant	messaging.	Now	could	your	run	this	

conversation	in	such	a	way	to	be	able	to	eventually	tell	whether	you	

are	conversing	with	a	computer	or	with	a	human?	What	would	you	

ask	them?	Such	an	authentication	protocol	is	known	as	a	Turing test.	

Turing	 raised	 this	 question	 in	 1950,	 in	 the	 article	with	 the	 title	Can 

machines think?	There	has	been	a	lot	of	philosophy	about	this,	but	in	

the	meantime,	this	became	a	practical	question,	and	you	are	nowadays	

required	 to	 undergo	 a	 Turing	 test	 whenever	 you	 want	 a	 free	 web	

service,	e.g.	to	open	a	new	webmail	account.	The	most	familiar	form	

of	Turing	test	are	CAPTCHAs.

CAPTCHAs	were	designed	at	Carnegie	Mellon	University	and	the	name	

stands	 for	Carnegie	Automated	Public	 Turing	 test	 to	 tell	 Computers	

and	Humans	Apart.	They	are	 those	 little	graphic	files	 that	display	 in	
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your	browser	of	twirly	character	strings.	When	all	works	well,	a	human	

can	easily	tell	which	characters	are	displayed	in	the	screen,	whereas	

a	bot	(which	is	just	a	computer	program	capable	of	travelling	on	the	

Internet)	 cannot.	 So	 the	 humans	 pass	 the	 test,	 and	 the	 bots	 don’t.	

CAPTCHAs	 were	 developed	 because	 the	 spammers	 needed	 a	 lot	

of	 webmail	 addresses	 to	 send	 spam,	 so	 they	 wrote	 bots	 to	 open	

thousands	of	 free	webmail	 addresses	 every	 day	 at	Hotmail,	 Yahoo!,	

Gmail	etc.	These	providers	did	not	 like	this,	so	they	needed	a	Turing	

test	to	recognize	the	bots.	

But	 as	 soon	 as	 the	 CAPTCHAs	 were	 developed	 and	 deployed,	 an	

unknown	spammer	devised	the	following	method	to	defeat	any	Turing	

test.

He	set	up	a	free	porn	site,	the	second	rectangle	from	the	right	on	the	

picture	above.	Since	it	is	free,	there	are	some	human	visitors	there	at	

all	times	of	day	and	night.	So	a	bot	goes	to	set	up	a	webmail	account	

with	Gmail,	or	Yahoo.	The	bot	 is	 the	second	rectangle	 from	the	 left,	

played	by	Agent	Smith	from	the	movie	Matrix.	Now	Gmail	asks	Agent	

Smith	to	solve	a	CAPTCHA.	Agent	Smith	is	just	a	piece	of	code,	so	he	

doesn’t	see	the	CAPTCHA.	But	he	forwards	the	graphic	file	to	the	porn	

site,	and	the	porn	site	displays	the	CAPTCHA	to	one	of	the	visitors,	and	

asks	him	to	solve	it,	in	exchange	for	being	able	to	continue	browsing	

for	 free.	 The	visitor	 solves	he	CAPTCHA,	 the	porn	 site	 forwards	 the	

solution	to	Agent	Smith,	the	bot	then	submits	the	solution	to	Gmail,	

Gmail	gives	him	an	account.	Agent	Smith	has	impersonated	a	human.	
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Such	 impersonations	 are	 often	 called	 Man-in-the-Middle	 attacks,	

because	the	attacker,	which	is	in	this	case	a	team	consisting	of	Agent	

Smith	and	the	porn	site,	sits	in	the	middle	between	the	authenticator,	

such	as	Gmail,	and	the	authenticated	client,	in	this	case	a	human,	and	

just	forwards	the	messages	between	them.	It	is	easy	to	see	that	a	similar	

attack	can	be	set	up	in	any	network	connecting	humans	and	computers.	

In	 a	 network,	 it	 is	 thus	 impossible	 to	 distinguish	 between	 the	 two.	

So	 we	 have	 seen	 how	 authentication	 protocols	 prevent	 lying	 by	

finding	and	utilizing	some	authentic	channels;	and	we	have	seen	how	

impersonation	attacks	defeat	authentication	protocols	by	finding	and	

utilizing	some	unintended	authentic	channels.
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6 science

Besides	 authentication	 protocols,	 there	 is	 another	 important	 realm	

of	 human	 endeavor	 which	 mainly	 consists	 of	 finding	 and	 utilizing	

authentic	channels.	This	realm	of	human	endeavor	is	called	Science.	

Experimental	scientists,	like	my	wife,	spend	their	days	authenticating	

their	 results,	 and	 testing	 whether	 their	 theories	 about	 some	

unobservable	 phenomena	 are	 confirmed	 by	 their	 observations.	

Galileo’s	telescope	and	Leeuwenhoek’s	microscope	are	just	channels	

that	make	 visible	 what	 used	 to	 be	 invisible.	 Rembrandt’s	 Professor	

Tulp	dissects	cadavers	to	observe	some	otherwise	unobservable	parts	

of	 human	 body.	 The	 Large	 Hadron	 Collider	 provides	 a	 channel	 to	

subatomic	particles.	Science	advances	 through	protocol	design,	and	

the	experiment	protocols	authenticate	laws	of	nature.	

In	a	sense,	science	is	a	special	case	authentication.	In	another	sense,	

authentication	 is	 also	 a	 special	 case	 of	 science.	 Either	 way,	 both	

science	and	authentication	boil	down	to	the	same	thing:	testing	some	
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specified	hypotheses,	proving	those	that	are	true,	and	disproving	those	

that	are	false.	As	a	byproduct,	we	recognize	some	lies.	

But	listen	to	what	Richard	Feynman,	one	of	the	greatest	scientists	of	

XX	century,	has	to	say	about	this.	

If	we	have	a	definite	theory,	from	which	we	can	compute	the	

consequences	which	can	be	compared	with	experiment,	then	

in	principle	we	can	prove	that	theory	wrong.	

But notice that we can never prove it right. 

Suppose	that	you	invent	a	theory,	calculate	the	consequences,	

and	 discover	 every	 time	 that	 the	 consequences	 agree	with	

the	experiment.	The	theory	is	then	right?	No,	it	is	simply	not	

proved	wrong.	In	the	future	you	could	compute	a	wider	range	

of	consequences,	there	could	be	a	wider	range	of	experiments,	

and	you	might	then	discover	that	the	thing	is	wrong.	

That	 is	why	 laws	 like	Newton’s	 laws	 for	motion	 of	 planets	

last	 such	 a	 long	 time.	 He	 guessed	 the	 law	 of	 gravitation,	

and	 it	 took	 several	 hundred	 years	 before	 the	 slight	 error	 in	

the	motion	 of	Mercury	was	 observed.	During	 all	 that	 time,	

the	theory	had	not	been	proven	wrong,	and	could	be	taken	

temporarily	to	be	right.	—	We	never	are	definitely	right;	we	

can	only	be	sure	when	we	are	wrong.	

This	 is	 from	Feynman’s	 lectures	about	The Character of the Physical 

Law. 

6093 Oratieboekje Pavlovic.indd   23 13-12-12   12:16



24

So	here	is	the	best	kept	secret	of	science:

•	 Science	never	proves	the	true	laws	of	nature.

–	 It	never	makes	any	definite	assertions	of	truth.

•	 Science	only	disproves	some	false	hypotheses.

–	 It	detects	lies.

Detecting	 lies	 is	 not	 a	 byproduct	 of	 science.	 It’s	 the	 only

thing	 it	 does!	 If	 you	 seek	 certainty,	 something	 to	 rely	 upon

—	science	 is	 the	wrong	place	 to	go	 to!	Certainty	 is	only	claimed	by	

religion.

Religion says:	This	is	the	truth	about	the	world.	You	can	rely	upon	it.

Art says: This	is	a	story	about	the	world.	You	can	relax	and	play	wit	it.

Science says:	This	a	theory	about	the	world.	You	shouldn’t	rely	upon	

it	more	than	you	have	to.	You	shouldn’t	relax,	but	work	to	improve	it.

Science	 is	 an	 important	 foothold	 in	 anyone’s	quest	 for	 a	method	 to	

recognize	lies.	But	in	our	science-driven	civilization,	it	may	be	good	to	

also	remember	what	science	is	not.	It	is	not	The	Path	to	the	Truth.	It	is	

just	a	quest	for	ever	better	theories.	Just	a	method	to	recognize	lies.
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7 obscurity, sociAL context,
 And the end of Lying 

But	Feynman	continues:	

Another	 thing	 that	 I	must	 point	 out	 is	 that	 you cannot prove vague 

theory wrong.

Here	is	another	secret	of	science:	 It	gets	stuck	at	obscurity.	Science	

bustles	 with	 untestable theories:	 string	 theory,	 intelligent	 design,	

many-worlds	 interpretation,	 universe	 before	 the	 Big	 Bang.	 .	 .	 Since	

they	cannot	be	disproved,	these	obscure	and	untestable	theories	often	

persist	 longer	 than	 their	 clear	 and	 testable	 counterparts.	 For	 similar	

reasons,	the	obscure,	prejudicial	discourse	patterns	also	persist	in	many	

areas	of	 social	 life,	 from	politics	 to	 raising	 children.	Neither	 science	

or	authentication	don’t	really	have	anything	to	say	about	the	political	

languages	that	my	grandfather	was	watching	on	the	TV.	Socialism	is	

gone,	but	the	TV	news	are	still	played.	They	may	seem	more	advanced,	

but	 I	don’t	see	an	essential	difference.	Different	but	similar	 logics	of	

lying	persist	across	the	whole	wide	world,	and	across	the	World	Wide	

Web.	

There	was	a	time,	in	the	late	1990s,	when	you	would	enter	a	keyword	

to	search	the	Web,	say	the	word	”Kilimanjaro”,	and	the	search	engine	

would	return	nothing	but	porn.	The	search	engines	at	that	time	only	

indexed	 the	 keywords,	 and	 the	 porn	 sites	 stuffed	 their	 index	 pages	

with	millions	of	keywords,	usually	hidden	in	a	single	pixel.	In	this	way,	

they	spoofed	the	search	engines,	and	attracted	web	traffic.	This	was	

called	spamdexing,	or	keyword	stuffing.	Lying	was	easy	and	blatant	on	

the	Web,	and	this	pollution	obliterated	genuine	content,	and	led	to	the	

demise	of	Web	1.0.
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Google	made	an	end	to	all	that,	Web	2.0	flourished,	and	we	are	now	

able	to	find	on	the	Web	a	lot	of	the	information	that	we	are	looking	for.

They	spelled	the	End	of	Lying	on	the	Web.	It	is	illuminating	to	recall	how	

this	was	achieved.	In	addition	to	indexing	the	keywords,	modern	search	

engines	also	index	the	hyperlinks	leading	from	one	web	page	to	another,	

and	gather	many	other	metadata	which	 allow	 them	 to	measure	 the	

reputation	of	the	web	pages.	This	approach	made	the	information	flow	

on	the	Web	more	reliable,	and	changed	the	way	we	live	our	lives	in	many	

areas.	The	concepts	can	now	be	recognized	as	the	highly	connected	

communities	of	network	nodes,	which	presumably	use	those	concepts.	
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It	is	difficult	to	overestimate	the	importance	of	this	paradigm	shift.	It	

says:

•	 A	lie	cannot	be	recognized	by	its	grammatical	form.

•	 A	liar	can	be	recognized	by	his	social	context.

In	 a	 sense	 the	 methods	 of	 concept	 analysis,	 underlying	 the

modern	 information	 technologies,	 led	 us	 back	 from	 Fregean	 formal	

logics	of	XX	century,	back	to	Nietzschean	question:

Who speaks?	—	as	the	method	to	end	lying.
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8 Lieing beyond Lying

The	 trouble	 is,	 though,	 that	 not	 only	 liars	 can	 be	 recognized	 by	

their	 social	 context.	 All	 kinds	 of	 people	 can	 be	 recognized	 by	 their	

social	 context:	 alcoholics,	 hackers,	 professors,	 football	 supporters,	

people	 who	 like	 classical	 music,	 people	 who	 are	 planning	 to	

refurbish	 their	 house.	 You	 can	 recognize	 them	 all	 by	 their	 social	

context	 and	 behavior	 on	 the	 web,	 and	 you	 can	 advertise	 to	 them!	

You	 can	 convince	 them	 to	 buy	 what	 they	 otherwise	 wouldn’t	 buy.	

You	 can	 make	 them	 believe	 what	 they	 otherwise	 wouldn’t	 believe.	

In	the	world	with	too	many	authentic	channels,	we	must	learn	to	lie	to	

protect	ourselves	from	being	lied	to.	A	liar	can	be	recognized	by	the	

social	context	only	if	the	social	context	is	not	a	lie.	Otherwise,	creating	

a	lie	is	computationally	easier	than	detecting	it.	There	lies	the	solution.	
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I	use	”lieing”,	 the	misspelled	version	of	 the	word	”lying”,	 to	denote	

this	 movement	 towards	 rejecting	 the	 total network authentication.

You	may	dislike	the	obscurity	of	the	distinction	between	lieing	and	lying.	

Both	words	are	pronounced	the	same,	and	even	when	you	see	them	

written,	the	odds	are	that	you	either	won’t	notice	the	difference,	or	will	

assume	that	the	writer	made	a	mistake.	Unless	you	know	the	writer	

and	their	id-	iosyncrasies.	The	idea	of	lieing	is	to	use	idiosyncrasies	for	

watermarking.	The	word	”lieing”	is	an	example	of	itself.	

The	only	way	that	I	could	think	of	to	resist	the	total	network authentication	

is	 to	 create	 multiple	 authentic	 identities.	 I	 call	 the	 general	 concept	

creative privacy.	Instead	of	trying	to	dam	the	flow	of	private	data	—	a	

futile	effort,	it	seems	—,	we	should	create	and	disseminate	a	flood	of	

private	data!	

Watermarking	 can	 be	 used	 to	 distinguish	 what	 is	 authentic	 from	

what	is	not.	Your	friends,	those	who	know	you	already,	will	have	the	

information	needed	to	find	the	watermarks,	the	others	cannot.	Hidden	

in	 the	text,	 the	word	 lieing	 is	a	 toy	example	of	such	a	watermark of 

rejection	of	the	total	network	authentication.	Only	those	who	look	for	

it	will	find	it.	

This	is	the	idea	of	lieing	that	I	wanted	to	tell	you	about	today.
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9 thAnks

In	 the	end,	 I	 can	only	 try	 to	 thank	 those	who	helped	me.	 It	 is	 truly	

astonishing	how	 lucky	 I	was	 to	meet	all	of	you.	Dirk	van	Dalen	and	

Henk	Barendregt	introduced	me	to	the	Dutch	School	of	Logic,	while	

Ieke	Moerdijk	 and	Martin	 Hyland	 tried	 to	 teach	me	 some	 Category	

Theory,	 as	 much	 as	 my	 lack	 of	 coordination	 and	 background	

permitted.	 InMontreal,	Mike	Barr	 and	 Jim	Lambek	 taught	me	 some	

Mathematics,	 and	 back	 in	 London,	 Samson	 Abramsky	 taught	 me	

some	Computer	Science.	 In	Palo	Alto,	Doug	Smith	 taught	me	some	

Software	Engineering,	and	Cathy	Meadows	and	John	Mitchell	taught	

me	how	to	think	about	security	protocols,	and	how	to	collaborate.	Bob	

Coecke	taught	me	a	bit	about	Quantum	Mechanics,	and	my	children	

Stefan,	Temra	and	Luka	taught	me	that	there	is	no	justice	on	Earth:	I	

was	a	teenager	from	hell,	even	when	I	was	27,	and	they	are	like	angels	

(albeit	occasionally	grumpy	angels),	or	at	least	like	butterflies.	And	last	

and	most	of	all,	my	wife	Abby	taught	me	that	it	is	possible	to	settle,	

and	that	we	can	survive	anything.	

But	then,	if	you	squint	a	little	at	this,	you	realize	that	Abby	didn’t	really	

make	me	settle	but	left	her	job	at	Stanford	and	started	moving	with	me	

from	country	to	country.	In	spite	of	the	best	efforts	of	all	of	my	teachers,	

the	best	experts	in	their	respective	areas	of	science	and	collaboration,	

I	didn’t	 learn	much	about	security,	or	about	Quantum	Mechanics,	or	

about	Software,	Computer	Science,	Mathematics,	Categories	or	Logic.	

I	even	can’t	spell.	

We	 live	our	 lies.	 It	 is	 difficult	 to	 tell	 humans	 from	computers	 apart,	

and	it	 is	even	harder	to	tell	apart	our	lies	from	our	truths.	But	this	is	

not	a	bug,	but	a	feature	of	the	software	of	logics.	This	feature	should	

be	 explored,	 and	 used,	 since	we	 really	 need	 it.	Moreover,	 the	 logic	

of	 our	 stories	 is	 at	 least	 as	 interesting	 as	 the	 logic	 of	 our	 sciences	

and	mathematics.	Just	like	our	old	beliefs,	many	of	today’s	scientific	
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theories	 will	 be	 tomorrow’s	 religions,	 and	 some	 of	 today’s	 dreams	

and	 fantasies	 will	 be	 realized.	 The	 distinction	 between	 science	 and	

fantasy,	 between	 fact	 and	 fiction,	 between	 the	 lies	 and	 the	 truths	

—	is	a	bit	of	a	 lie	 itself.	The	distinction	between	our	nightmares	and	

daydreams	 on	 one	 side,	 and	 the	 reality	 on	 the	 other	 side,	 is	 itself	

sometimes	a	nightmare,	sometimes	a	daydream,	and	only	sometimes	

it	is	real.	Did	I,	like	Chuang	Tzu,	dream	that	I	was	a	butterfly,	or	did	a	

butterfly	dream	that	she	was	a	professor,	and	that	she	wore	a	black	

toga,	 and	 gave	 an	 inaugural	 lecture	 in	 Enschede,	 on	 the	 obscure	

topics	 of	 lieing?	 And	 how	 cartesian	was	 her	 introspection	whereby	

she	in	the	end	reached	the	well-known	conclusion:	”Ik heb gezegd”?
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